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Foreword

Broxtowe Borough Council, Newark and Sherwood
District Council and Rushcliffe Borough Council
entered into an ICT shared service agreement in
July 2012.

Employees rely on access to ICT equipment,
systems and online information to perform their
day to day jobs. Customers expect services to be
online and available on an anytime and anywhere
basis in addition to the traditional access channels
of telephone and face-to-face.

The partnership are continually looking to
achieve maximum value for money from their
ICT investments. Connectivity solutions are key
in supporting greater accessibility, flexibility and
information provision. The increasing complexity
of ICT solutions, their rapid evolution and the need
to be agile in responding to organisational and
customer needs and to partnership opportunities
that reduce cost, increase resilience and improve
quality requires a less traditional approach to ICT
strategy moving forward.

The rationalisation of property assets at all partner
sites has seen large logistical projects being
delivered or in the process of being delivered.
Reliance on ICT infrastructure and solutions to
support an agile and flexible working culture is a
significant part of this overall transformation.

The success of this shared strategy depends on
close partnership working. We will look for new
partners and explore commercial opportunities.
We will continue to explore opportunities that
promote common software and hardware solutions
and consequently deliver platforms that will
provide the prospect of back office shared service.

www.broxtowe.gov.uk



Shared Services .

The five common strategic
elements presented in

the graphic opposite have
proven to provide a strong
foundation for shared ICT
service delivery. All three
organisations are now at

a similar maturity level in
relation to the strategic
delivery of each of these
five common strategic
elements.

The common ICT strategy
document that follows has
been developed following
consultation across the entire
partnership and will further
promote and support good
customer services along with
a culture of agile and flexible
working arrangements for
employees and members.
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i Common ICT Governance
Framework

Common Digital
Strategy

Delivered 84%
increase in digital
transaction between
2013/14 and 2016/17
(now over 300,000
transactions)

Providing:

« Risk management

« Performance measurement
+ Resource management
«Value delivery

+ Business strategic alignment
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« Consistent report across the
partnership

« Benchmarking opportunities

+ Assurance

« Transparency

Nottingham
City

Common ICT ——
Strategy

Emerging providing

a sustainable and

Common Information Management and
Governance Strategy

responsive environment Providing an « Policy Centre

to support an efficient, Information Security - Communications and
agile and flexible Management System engagement strategy
working culture. (ISMS): « Process and tools

« Training framework




Infroduction

Purpose

This document sets out the Council’s strategy for Information

Communication and Technology (ICT) over the period 2017 to 2021.

The role of ICT is essential to the delivery of all of the Council’s services and is
fundamental to most business change programmes across the organisation.

While the strategy contains broad strategic objectives along with the rationale
behind those objectives, including the benefits and deliverables that will

be achieved it does not set out to provide a strict formula or action plan
dictating the approach. An emerging strategy will therefore exist enabling

an agile approach to operational delivery, taking advantage of new proven
developments and partnership opportunities.

The ICT Strategy reflects the Council’s vision and Corporate Plan in

promoting cost effectiveness and excellence in front line service delivery.

The Council’s vision as articulated in the Corporate Plan is:

‘a great place where people enjoy living, working and
spending leisure time’

The Corporate Plan identifies 5 key priorities, which form the
key action areas to achieve the vision for the Council. These
priorities are:

)

ﬁa Environment

O

Housing

Business
growth

Community
safety

A good quality affordable home for all
residents of Broxtowe

New and growing businesses providing
more jobs for people in Broxtowe and
improved town centres

The environment in Broxtowe will be
protected and enhanced for future
generations

People in Broxtowe enjoy longer,
active and healthy lives

Broxtowe will be a place where
people feel safe and secure in their
communities

www.broxtowe.gov.uk



|ICT Vision

The ICT Strategy
defined within this
document seeks
to accomplish the
following five part

\ vision aligned with
- -~ B the Corporate Plan,
& \ and the ICT mission

statement of Economy, Efficiency and Effectiveness:
€@ ICT as an enabler for efficiency savings and service

improvements.

Our values are: @ Respondingin a flexible and agile way to customer needs,
* integrity and professional competence with emphasis on digital by design / channel shift through
® astrong, caring focus on the needs of communities automation and enabling of online and self-service.

e continuous improvement and delivering value for money © standardisation of strategies, policies, processes and
¢ valuing employees and enabling the active involvement of technologies to enable good practice operation and
everyone partnership/shared service opportunities.
e innovation and readiness for change . . .. .
5 @ Modern architecture enabling efficient operation and

The ICT Strategy is an enabler to assist the Council in achieving its supporting the agile/flexible working culture

vision. . ST .

© Robust arrangements for business continuity, information

governance and security.




Corporate Plan — Strategic Alignment

The five part vision for ICT set out above supports the
Corporate Plan in promoting cost effectiveness and
excellence in front line service delivery.

In particular, the successful implementation of the ICT strategy will:

e Improve the efficiency of the Council by implementing new or
improved methods of working that are either more cost effective
(for example by reducing travel or reducing paper consumption)
or by enabling employees to be more efficient with their time
(for example by using agile/mobile technologies to maximise the
presence of employees in their primary place of work). These
efforts will also directly support a further corporate objective of
the Council, which is that the environment will be protected and
enhanced for future generations. Ensuring that the technology
implemented reduced where possible the environmental impact
is implicit and runs through the entire ICT vision and strategy.

* Encourage and facilitate partnership as part of the Council’s
operating model by creating shared good practice strategies,
policies, processes and the alignment of technologies and
systems.

e Provide employees with the most appropriate ICT tools and
processes to enable them to deliver cost effective and efficient
customer focused services.

e Through efficient technology platforms support the Council’s
commercial services to enhance income generation.

LS

Through effective business intelligence, improve the
information available to members and officers so that itis of a
high quality, up-to-date, complete, presented in an appropriate
format and is available at anytime and at any place, creating
transparency and informing the Council’s decision support
system.

Empower Broxtowe’s customers by providing them with greater
accessibility to the Council’s public and information services.

Improve communications with customers, with other
organisations and within the Council through effective and
flexible electronic communication channels (anytime, anywhere).

Maintain an effective and modern infrastructure which
underpins all of the priorities and actions within the Council’s
key objectives; housing, business growth, environment, health
and community safety.

www.broxtowe.gov.uk
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Context

National Local

Key to the national picture is the austerity measures that were Key to the local picture is alignment with the Council’s published
introduced before the previous strategy (2012 to 2016) and are set Corporate Plan. The ICT Strategy should be read in the context of
to continue beyond the end of this strategy document (2017 to the Corporate Plan and the underpinning Financial Strategy. As
2021). A number of additional sources have been considered in the well as the above documents the five part vision has been informed
development of the five part vision including: by a number of other sources including:

e Central government Transformation Strategy 2017 to 2020 e Consultation with ICT Shared Services CEO Steering Group

(published 9 February 2017) . . . -
e Consultation with senior staff facilitated through the ICT

e Central government’s UK Digital Strategy (published 1 March 2017) Business Account Management meetings with Chief Officers,
Heads of Service and Section Heads conducted throughout

el goveiumisnes e 2t 2 June and July each year across all partner authorities (Broxtowe

e National Cyber Security Strategy 2016 to 2021 (published 1 November Borough Council, Newark and Sherwood District Council and
2016) Rushcliffe Borough Council)

e Government Digital Service (GDS) online resources * Alignment with service based strategies

e LCIOC Standardise - Simply - Share Strategy 2016 (published 2016) e Member consultation via the Members Computer Working Group

* LG Inform - Mapping digital exclusion across the UK * ICT Services Mission Statement

e |CT Governance Arrangements

e |CT Shared Services Partnership Strategy
* Rushcliffe Borough Council Corporate Plan

e Newark and Sherwood District Council Corporate Plan

CYRER SECURITY
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Development between 2012 and 2016
Digital Stratagy

During the life of the last ICT Strategy (2012 to 2016) the following provides an example of 242018
what was achieved:

IMPLEMENTATION OF NEW SYSTEMS UPGRADING INFRASTRUCTURE

e Content Management System e Disaster Recovery Partnership

e E-Forms package Contract

e Risk Based Vetting for Housing e WAN upgrade enhancing capacity ENHANCED PARTNERSHIP WORKING
Benefits and resilience

e Forecasting Reporting Tools for e Government Connect (PSN) ¢ Implement.at.lon anddeliverylofia
Revenue and Benefits e Storage Area Network (SAN) Ll D'g"tal Stratng

® Waste Management System e Multi-Functional Devices ERNIEISE L apd delivery ofa

e Encryption Tools e Two Factor Authentication (2FA) common Information Governance

® Mobile Device Management (MDM) e Firewall Stra‘tegy . )

e Smoothwall e Microsoft Windows 7 * Business intelligence support

demand management and channel
shift

e Common process, common policies,
and common procedures

e Improved procurement and contract
renegotiation

e Microsoft Server 2008 / 2012
e Microsoft Office 2010

The ICT Strategy contained 84 actions of which 79 (94%) were delivered. Of the 5 remaining actions; 4
relate to additional collaboration tools and agile working all of which can be addressed by implementing
the Microsoft Skype for Business solution; the Council will consider this during 2017/18 by leveraging

the infrastructure already implemented by Rushcliffe Borough Council. 1 has been deferred during
prioritisation exercises.

www.broxtowe.gov.uk



Communications, Consultation and Engagement Strategy

Many of the communication, consultation and engagement elements of ICT service delivery are now embedded in the service
culture across the ICT Shared Service.

The strategy depicted below makes explicit the activities that are delivered under each element in line with the Corporate Communications,
Consultation, and Engagement Strategy.

Communication

Consultation

Activities

Engagement

Strategy /
Governance

Information

Supporting
Arrangements

Standards /
Methodologies

(Ar‘cicles in BEN and \

(ICT Corporate Email\

(ICT Corporate Screen\

ICT Performance Boar

il

Strategies, Policies,

1

embers Options and

Members Matters Messages Saver Message and KPI Reports Guides, Leaflets and : :
(Monthly / Quarterly) (Quarterly) (Monthly) (Monthly) Plans Computer Advice Guides
rCustomerSatisfaction \ r Svaiam Ravians \ r Business Case \
Questionnaire and Feedback Y e Development
(As required) (el (As required)
(Account Management\ (ICT Induction Tour of\ ( Supplier Contract \ QT Triiine Werlahoms
Meetings the ICT Suite Management Meetings (As reguired) P
(June / July) (As required) (Quarterly / 6 Monthly) q
4 \ 4 —_— \ 4 \ 4 Information \
ICT Strategy ICT Communications Membe[’s Computer Management and
Strategy Working Group Governance Strategy
( \ ( ICT Business \ ( : \ ( \ ( : \ :
at a glance leaflets Continuity Plan ICT Guides ICT Intranet Pages ICT Policy Centre ICT Project Centre
Cyber Security PSN Code of
e e Standards e 920 Connection



Strategic Objectives

ICT Themes

This strategy consists of the following strategic themes:
Enabling efficiency

Responding flexibly and with agility to customer needs
Increase our ability to work in effective partnerships

Modern architecture supporting efficient and agile working culture

Do Oe

Robust arrangements for business continuity, information management and governance and security

These themes have been selected for;
« Theirimportance as key transformation drivers for the Council; and

« Their alignment to the Corporate Plan and core strategies; and
+ Their alignment with the five part vision for ICT

+ Investigate Open Source alternatives to business software and specialist
applications to promote value for money and cost effectiveness

www.broxtowe.gov.uk
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Enabling Efficiency

IMPACT

Enabling the Council to redesign processes/
services to be more accessible and
efficient, producing better, quicker and
more consistent outcomes for customers.
Using Digital by Design principles to
automate business processes. Recognising
employees as a key organisational resource
and ensuring access to appropriate
technology and information to promote
efficient and effective working. Enabling
financial stability and the promotion

of environmental good practice by
establishing appropriate contractual
arrangements.

BENEFITS

Operational efficiency through the effective
use of existing or new technologies.
Reduced waste through automated
processing and streamlined manual
procedures taking opportunities to remove
bureaucracy. Improved service delivery
through operational consistency.

DELIVERABLES

Promote Digital by Design principles
throughout the organisation.

Review and exploit established
technology to ensure greatest
operational benefit being gained

Capture efficiencies and lessons learned
to avoid cost and effort

Implement good practice from local or
regional partners for proactive training
and development




Responding flexibly and with agility to customer needs

IMPACT

Improving responsiveness to ensure that
customers experience consistent services
through appropriate and modern access
channels (web, telephony and face to
face). To facilitate channel shift where
appropriate by creating digital service that
our customers view as their access channel
of choice moving transactions away from
face to face and telephony towards self-
service facilities via Internet, automated
telephony and kiosk technologies. Helping
the community to gain access to online
services and investigating technologies
which support community engagement.

BENEFITS

Improve customer experience with

greater first line resolution and provide

a consistent customer experience across
services. Support customer’s needs
through assisted technology initiatives.
Making services more accessible and
offering the customer greater choice in

how they contact us at what time and

on what device. Enable a higher level of
customer engagement resulting in stronger
communities (e.g. electoral registration and
e-newsletters).

DELIVERABLES

Expand channel shift programme
targeting high volume, politically
sensitive and socially important services
to achieve 70%, 20%, 10% (or better)
split of interactions (Web, Telephone,
Face to Face respectively)

Promote and encourage community
engagement through modern
technologies

Help address the issue of digital
exclusion due to age, education, income
and health

Expand access channels to include the
use mobile web services as a means of
delivering council services and increase
the use of email and mobile text based
services (SMS)

Progress use of mobile technology
subject to business case approval to
pursue a quicker and better service to
local people.

www.broxtowe.gov.uk



Increase our ability to work in effective partnerships

IMPACT DELIVERABLES

To grow the ICT share service partnership e Pursue a cloud first approach (public, e |Investigate shared service opportunities
including more local and possibly regional private or hybrid cloud deployment built on established modern technology
partners. To continue the work to facilitate models) including implementing IAAS and common policies procedures and
common policies, standards, systems (infrastructure as a service) and SAAS standards

and infrastructure to drive out cost and
create opportunities for greater resilience,
efficiencies and savings.

BENEFITS

Improvements to service delivery through

common processes. Increased flexibility/

resilience and opportunities to share °
resources. Alignment of procurement

opportunities to achieve economies of

scale.

(software as a service) where there is
an economic case to do so promoting
alignment of software, technologies and

® Promote training across partnerships for
common services

services e Establish greater resilience through
enabling flexibility across organisational

Alignment of procurement opportunities i+
sites

and contracts to create savings

Promote technology alignment
(systems/infrastructure/security)

Promote procedural alignment (policies/
procedures/standards)




Modern architecture supporting efficient and agile working culture

IMPACT

Enabling the greater flexibility

and agility of both employees and
members through the deployment
of appropriate technology including
effective collaboration systems and
tools. Support decision making
through business intelligence by
utilising of the Council’s information
assets. Promoting environmental
good practice through reduction in
for example the number of journeys
undertaken and smaller asset
footprint.

BENEFITS

Ensures a modern work place

that is flexible and agile to enable
the Council to be responsive to
organisational and customer needs.
Provides relevant communications
and collaboration tools to enables
an efficient work place and one
that is attractive to employees and
partner organisations. Reduces the
Council’s environmental impact.

DELIVERABLES

® Investigate the greater use of
mobile technologies as these
become more robust and
suitably designed for a corporate
environment

e Enhance systems to design in
agility and flexibility

e Keep abreast of technologies
and facilities within the district/
borough that can be utilised
by employees further assisting
mobile working

www.broxtowe.gov.uk
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Business Continuity, Information Management and Governance, and Security

IMPACT

Delivering robust and resilient safeguards
ensuring ongoing availability of priority
services and a means of recovery in the
event of a disaster. Safeguarding the
Council’s data by ensuring compliance
with all relevant legislative, financial and
central government security standards.
Improving maturity of the management
and governance of information assets
and delivering appropriate arrangements
to ensure compliance with such as the

General Data Protection Regulation (GDPR).

Enhancing security to better address

cyber security threat vectors Ensuring our
information assets are effectively managed
in line with all relevant legislation through
the deployment of appropriate technical
standards and solutions.

BENEFITS

Ensures availability and continuity

of services to our customers and the
management of risk related to the
authority’s ICT assets. Ensure compliance
with relevant legislation and good practice
standards (e.g. ISO 27001)

DELIVERABLES

e Maintain compliance with legislative,
financial and central government
security standards (i.e. PCI/DSS, GCS
Code of Connection, GDPR), ensuring
standards are applied in a proportionate
way so as not to stifle our ability to
deliver effective services

e Enhance arrangement for business
continuity utilising mobile devices and
homeworking arrangements

e Deliver full failover direct internet
access (DIA) services in order to provide
appropriate capacity for agile working
environment (increased capacity DIA
over IPVPN)

e Ensure compliance with relevant ISO
standards (i.e. 1ISO 17799, 25999, 27001)

e Open data principles along with the
transparency framework supporting and
reducing Freedom of Information (FOI)
requests

e Implement appropriate software/
procedures to support archiving and

retention in support of the Information
Management strategy

Investigate the use of collaboration and
information sharing tools including
extended use of existing technologies
to reduce paper based activities and
storage

Achieve compliance with Cyber Essential
and enhance the organisational
awareness in relation to the growing
cyber threat vectors

Ensure appropriate technology is
deployed to offer resilience and capacity
in the provision of a robust technical
architecture




Risks

strategic components within the Broxtowe Borough Service Improvement (BBSi) Portfolio of projects and

The delivery of the ICT Strategy will be through a series of managed programmes and projects linked to the / /

programme and will be subject to the established ICT governance arrangements (see page 17).

Risks associated with the implementation of this strategy will be reduced through the use of structured techniques for programme
and project management. The methodology is described more fully in the ICT governance section.

Some of the key risks associated with the delivery will be:

funding constraints, if the funds identified in the BBSi Portfolio business cases are not forthcoming or at the appropriate time
changes in scope which may impact on cost, quality, timescales and resourcing
resource constraints associated with running significant concurrent programmes of work

important and urgent organisational business priorities emerging which require significant ICT resourcing, necessitating the redeployment of
ICT resources as priorities dictate

the technical complexity and interdependencies inherent in the concurrent deployment of large technical projects
cultural challenges associated with new ways of working, the use of technology and the desire for customised local solutions

ensuring appropriate skills, support and training is in place to empower employees to deal with organisational changes

www.broxtowe.gov.uk



Critical SuccessFaciors

Critical Success Factors and Resourcing the ICT Strategy

The successful implementation of this Strategy depends on maximising the value the Council achieves through its use of existing ICT systems,
equipment, and human resources. In particular, the Council will aim to ensure that:

the ICT strategy is embraced by the whole organisation
and the delivery of action plans are facilitated by appropriate
communications, skills development, training and the
application of best practice;

business change management is strengthened through
clear governance by the corporate Broxtowe Borough Service
Improvement (BBSi) Portfolio of projects and programmes;

future investment plans give sufficient emphasis to
Information and Communication Technology where significant
investment has already been made.

a corporate approach to information management
and governance continues to be supported including the
implementation of relevant standards (ISO 17799 - code of
practice, 1SO 27001 - ISMS standard);

the digital by design strategy continues to be supported

including the drive to manage demand and provide online
and self-service facility that our customers view as their access
channel of choice;

¢ the Automation and Enablement of key processes is
achieved;

* taking the opportunity to develop further joint working or
shared service initiatives with local authority/public body
partners; and

¢ theissues of cyber security, physical or information
security, disaster recovery and business continuity are
given appropriate priority.

Recognising the importance of and the benefits derived from ICT,
the Council has invested significant amounts in ICT. The likely levels
of additional investment required for the period to March 2021 have
still to be agreed and form part of the annual budget process.




ICT Governance

7

ICT Governance Arrangements

The portfolio of projects and programmes resulting from this strategy will be managed in
accordance with the established governance arrangements; ICT governance is made up of five

strands namely:
e risk management

e strategic alignment

L4 performance measurement ® resource management

e value delivery

RISK MANAGEMENT

The ICT related projects that the Council
implements are often expensive and
delivered over a number of months, so it is
important that sound risk management is
in place both in managing projects and the
day to day operation. Using the PRINCE2
project management methodology helps
to mitigate the risks by enabling the
Council to consistently work to identify
the risks associated with a given project
and regularly report on progress to the
programme board.

STRATEGIC ALIGNMENT

Key to achieving strategic alignment

is good communication and a good
relationship between ICT and service/
section heads. Regular business account
management meetings facilitate this
relationship. The aim is to ensure that ICT

systems are only developed once a full
understanding of appropriate business
strategies exists and that any investment is
able to support the planned development
of the business with the underlying
objective of improved and efficient services
delivered to customers.

PERFORMANCE MEASUREMENT

In order to ensure that the ICT service
delivers solutions on time and is able to
support those solutions, a series of internal
service level targets are in place. These
targets are used to ensure openness and
transparency exists. Monthly reports

are sent to the General Management

Team (GMT) and are considered by the
programme board.

RESOURCE MANAGEMENT

Resource management covers the service

in a number of areas. Itis not only
important to ensure that there is enough
ICT resource with the requisite skills (SFIA)
to deliver the project management, the
technical installations and the support

of new systems / solutions but it is also
essential that capacity exists within the
service area to enable successful change/
implementations to take place.

VALUE DELIVERY

Once a solution has been delivered,
ensuring that the organisation is realising
the improvements and efficiencies that
were highlighted in the business case
supporting the original investment come
under the strand of value delivery - Benefits
realisation is reported on a monthly basis
to senior manageme

www.broxtowe.gov.uk
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Broxtowe Borough Service
Improvement (BBSi) Portfolio

The Broxtowe Borough Service Improvement (BBSi) Portfolio is part
of the ICT governance framework and is used to ensure that there is
a mechanism in place to manage the portfolio of ICT developments
and service improvements.

The Role of General Management Team
and ICT & Business Transformation

The role of GMT and ICT & Business Transformation is to ensure
that the BBSi portfolio is effectively monitored, that the direction of
travel of the ICT Strategy is monitored, that expertise is coordinated
from all areas of the business aiding strategic alignment, that a
communication channel is facilitated to ensure that all employees
have the opportunity to engage and that resource can be utilised to
deliver service improvement through business transformation and
deployment of appropriate technologies.

The Role of the Members Computer
Working Group

The Members Computer Working Group represents all of the major
political parties. The group monitors the planned direction of travel
set by the ICT Strategy and the delivery of objectives through the
BBSi portfolio of projects and programmes.

g

Business Account Management
Meetings

In order to maintain a close working relationship between the ICT
function and the business, regular account management meetings
are organised. These include annual meetings between the Chief
Information Officer and Chief Officers, and the ICT & Business
Transformation Manager with Heads of Service and Section Heads.

Portfolio Management

The BBSi portfolio and the reporting mechanisms associated with
the programme (for example the BBSi Portfolio Highlight Report)
ensure that openness and transparency exists. Using a simple to
understand traffic light system (Red, Amber, Green (RAG) status)
members, senior managers and the programme board can see
immediately where issues exist and are able to react in order to
apply the appropriate measures to address the circumstances

Project Management

Risks associated with the implementation of any programme will be
reduced through the use of structured techniques for programme
and project management. PRINCE2 (Projects IN Controlled
Environments) is a structured methodology for effective project
management. PRINCE2 has been adopted corporately. ICT services
and its contractors have used PRINCE2 successfully. PRINCE2

is not restricted for use in ICT related projects but is a generic
methodology that promotes best practice in project management
and as such all corporate projects benefit from this.



ICT Governance Framework Diagram | }/
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Performance Management and Progress Monitoring
A number of measures are in place to ensure that regular The BBSi Portfolio Highlight Report is produced monthly. The
performance management and progress monitoring is report is used to monitor progress giving full transparency to the
carried out. state of all projects and programmes contained within the portfolio.

The business plan for ICT contains local indicators, which are
monitored throughout the life of the programme. A percentage
is recorded to indicate how much of the programme has been
delivered.

The ICT management KPI report is produced monthly. This
document contains details of security incidents, the number of calls
received by the services desk, the percentage of responses achieved
within the service level targets, the percentage of time the systems
are available and the customer satisfaction survey results.

www.broxtowe.gov.uk
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Consuliation

STAFF CONSULTATION

This strategy has been developed in consultation with ICT and
Business Transformation employees, Chief Officers, Heads of
Service and Section Heads as part of a consultation workshop
activity included in the annual ICT Business Account Management
meetings.

Over 100 employees across all three organisations in the ICT
Shared Service took part in the consultation. All service areas were
represented and feedback was captured and has been used to
inform the new ICT strategy.

MEMBERS

The consultation workshop was also carried out with the Member
Computer Working group where opportunities to share ideas were
taken and captured to inform the new ICT strategy.

CEO STEERING GROUP

A consultation exercise was carried as part of the ICT Shared Service
CEO Steering group. Feedback received from the Chief Executive
has been fed directly into the new ICT strategy in terms of specific
objectives and direction of travel.
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CLOUD Hybrid Cloud: may be established where several organisations have similar requirements and seek to share infrastructure

COMPUTING 50 as to realise the economic and environmental benefits of cloud computing. This option may offer a higher level of privacy,
security and/or policy compliance. In addition it can be economically attractive as the resources (storage, servers) shared in
the community are already exploited and may have reached their return on investment.

Glossary

Public Cloud: (or external cloud) describes cloud computing in the traditional mainstream sense, whereby resources are
dynamically provisioned on a self-service basis over the Internet, via web applications/web services, from an off-site third-
party provider billed on a utility computing basis.

Private Cloud: (or internal cloud) offer the ability to host applications or virtual machines in an organisation’s (or
partnership’s) own set of hosts. These provide the benefits of utility computing - shared hardware costs, the ability to recover
from failure, and the ability to scale up or down depending upon demand.

GCSX Government Connect Secure extranet is a central government facility providing a secure private Wide-Area Network (WAN)
between connected Local Authorities and other public organisations.

IAAS Cloud infrastructure services, also known as ‘Infrastructure as a Service’ (IAAS) which delivers a server infrastructure
environment as a service. Rather than purchasing servers, software, data-center space or network equipment the service is
billed on a utility computing basis i.e. by the amount of resources consumed.

ICT Information & Communication Technology.

I1ISO 17799 Information Security Management Code of Practice Standard
1SO 25999 Business Continuity / Disaster Recovery Standard

1ISO 27001 Information Security Management System (ISMS) Standard

www.broxtowe.gov.uk



ITIL ITIL® (the IT Infrastructure Library) is the most widely accepted approach to IT service management in the world. ITIL®
provides a cohesive set of best practice, drawn from the public and private sectors internationally. It is supported by a
comprehensive qualifications scheme, accredited training organisations, and implementation and assessment tools. The best
practice processes promoted in ITIL® support and are supported by, the British Standards Institution’s standard for IT service
Management (BS15000). The standard includes the following components: -

« Service Management: « Service Desk:
« Financial Management:

Incident Management:

+ Capacity Management: Problem Management:

« Continuity Management: Change Management

+ Availability Management: Release Management

+ Configuration Management:

IPVPN Internet Protocol Virtual Private Network provided by Virgin Media. The provision of a network linking remote buildings,
making up part of the WAN.

PCI/DSS Payment Card Industry Data Security Standards

SAAS Cloud application services or ‘Software as a Service’ (SAAS) deliver software as a service over the Internet, eliminating the

need to install and run the application locally and simplifying maintenance and support.

(
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This document is available in large
print upon request

Follow Broxtowe with social media
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Wwww.broxtowe.gov.uk/socialmedid
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Broxtowe Borough Council

& B roxtowe Council Offices, Foster Avenue,
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